SECURITY HYGIENE

JORDAN ALBALADEJO



PASSWORD SECURITY

Introduction to
passwords

GOOD PRACTICE:

o 5-8 CHARACTERS

o SPECIAL CHARACTERS

o UPPER AND LOWER CASE
o PASSPHRASE



PASSWORD SECURITY

Dark side to passwords

PASSWORD PITFALLS

o REUSE

o BRUTE FORCE

o  DICTIONARY (ROCKYQU.TXT)

o FUZZ ATTACKS (LOW ENTROPY)

o BREACHES (HAVEIBEENPWNED)
o  https://haveibeenpwned.com/

o SINGLE POINT OF FAILURE


https://haveibeenpwned.com/

PASSWORD MANAGER

Introduction to
password manager

OPTIONS:

o  KEYPASS
o  https://keepass.info/

o  DROPBOX PASSWORDS

o https://www.dropbox.com/features/security
/passwords

o  NORDPASS
o  https://nordpass.com/

o BITWARDEN
o https://bitwarden.com/



https://keepass.info/
https://www.dropbox.com/features/security/passwords
https://www.dropbox.com/features/security/passwords
https://nordpass.com/
https://bitwarden.com/

Something you know
Something you have

Something you are



WHAT IS TWO FACTOR AUTHENTICATION AND MULTIFACTOR
AUTHENTICATION:

SOMETHING YOU KNOW:
o PASSWORD
o PIN

SOMETHING YOU HAVE:
o FIDO KEY

o SECURITY FOB
o AUTHENTICATOR

SOMETHING YOU ARE:

PASSWORD SECURITY o

FACE

2FA + MFA -

IRIS SCAN

Introduction to . VOICE
Two Factor Authentication and Multi Factor
Authentication



PHISHING
WHAT IS IT?




WRAT IS IT?

o FISHERMAN (HACKER)

o BAIT
(ATTRACTIVE EMAIL OR
PROGRAM)

> HOOK (BAD LINK, MALWARE)
o FISH (YOU AND 1)

PHISHING

Introduction to
phishing



https.//www.malwarebytes.com/

GIVE 50% OFF, GET

_Malwaretjvtes Personal Business Pricing Partners Resources Support Free Download ( GetaQuote )

Fix today. Protect forever.

Secure your devices with the #1 malware removal and protection software*

For Home For Business
V ThreatDown

Powered by Malwarebytes
Scan your device today and see

why millions trust Malwarebytes to Take down threats, complexity and costs
keep them protected with products and managed services

that's right for your organization

FREE DOWNLOAD EXPLORE SOLUTIONS

x

NEW!

UP TO A 550 GIFT CARD!

Is your identity at risk? Check if your


https://www.malwarebytes.com/

https://www.malwarebytes.com/browserquard

Malwaretjvtes Personal Business Pricing Partners Resources Support (LI KN

Malwarebytes Browser Guard:
Beyond Ad Blocker

FREE!

Concerned about scams and ad trackers? Annoyed with ads?

Try our free ad blocker for a safer and cleaner web surfing experience.

Works with Chrome, Edge, Firefox, and Safari browsers.

DOWNLOAD FOR CHROME, FIREFOX, EDGE

| # Download on the

& Mac App Store

Browser Guard for Safari is available on the App Store for Mac

x

GIVE 50% OFF, GET
UPTO A S50 GIFT CARD!

B rowser ad bloc ker Malwarebytes Browser Guard crushes unwanted and unsafe content,
giving you a safer and faster browsing experience. Not only that, it is the

wineld'e firet hrowicar avtancinn that ~an idantifu and cton tach cunnart


https://www.malwarebytes.com/browserguard

THANK YOU

JORDAN ALBALADEJO
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